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Technological Innovation
Without Big Brother

By Shane Ham and Robert D. Atkinson

n the wake of the September | Ith terrorist attacks, increased airline security

became a nightmare for passengers. The long lines at checkpoints have since

shortened, but the system for selecting passengers for the most thorough screen-
ings remains a major irritant to travelers. In response to the need for tight, yet
efficient, airline security, the Transportation Security Agency (TSA) set out to develop
a new Computer Assisted Passenger Prescreening System (CAPPS Il) designed to
automatically identify passengers who are high-risk while letting “trusted” travelers
through to the gates with only the normal screening process. But throughout the
process of developing CAPPS I, privacy advocates protested. The American Civil
Liberties Union, for example, issued a press release calling CAPPS |l “a secretive new
system for conducting background checks on all airline passengers,” and warning
that the system threatened to create “a bureaucratic machine for destroying Ameri-
cans’ privacy and a government blacklist that will harm innocent Americans.”' In large
part because of protests like this, the Bush administration announced in July that it
was scrapping plans for CAPPS II.

This is but one of many examples of how
concerns over privacy are slowing government
use of new information technologies that
promise to streamline public sector
operations, increase productivity, improve
service quality,and boost mission effectiveness.
It is a trend that has important consequences
because the public sector lags far behind the
private sector in taking advantage of

information technology (IT), even for practical
applications unrelated to homeland security.
Examples of those applications range from
electronic tollbooths that can help keep traffic
moving to websites that can offer 24-hour
access to government services. The benefits
that such innovations offer should be seen as
welcome developments for citizens and
taxpayers.2 They are emblematic of the sort

Shane Ham, a former senior analyst for PPI, is a technology policy consultant in Tucson, Ariz.
Robert D. Atkinson is vice president of the Progressive Policy Institute and director of its Technology &
New Economy Project.



“One person with a belief is a social power equal to

ninety-nine who have only interests.”
—dJohn Stuart Mill

The Progressive Policy Institute

The Progressive Policy Institute is a catalyst for political change and renewal. Its mission is to
modernize progressive politics and governance for the 21st century. Moving beyond the left-right
debates of the last century, PPI is a prolific source of the Third Way thinking that is reshaping
politics both in the United States and around the world.

PPI invents new ways to advance enduring progressive principles: equal opportunity, mutual
responsibility, civic enterprise, public sector reform, national strength, and collective security. Its
“progressive market strategy” embraces economic innovation, fiscal discipline, and open markets,
while also equipping working families with new tools for success. Its signature policy blueprints
include national service, community policing, and a social compact that requires and rewards
work; new public schools based on accountability, choice, and customization; a networked govern-
ment that uses information technology to break down bureaucratic barriers; pollution trading
markets and other steps toward a clean energy economy; a citizen-centered approach to universal
health care and a progressive internationalism that commits America’s strength to the defense of
liberal democracy.

Rejecting tired dogmas, PPI brings a spirit of radical pragmatism and experimentation to the
challenge of restoring our collective problem-solving capacities—and thereby reviving public con-
fidence in what progressive governance can accomplish.

The Progressive Policy Institute is a project of the Third Way Foundation.
www.ppionline.org

PP

PROGRESSIVE POLICY INSTITUTE

of digital transformation that should be
encouraged in the public sector.

It is certainly true that the loss of privacy is
an increasingly common fear in the digital age.
It can sometimes seem that we are being spied
upon during every waking moment: There are
security cameras at the convenience store
where we get our coffee in the morning and
“cookies” tracking our web surfing habits when
we're at home in the evening. Government in-
vasions of privacy are a potentially greater threat
than those presented by businesses, because un-
like advertisers and other private entities that
collect information about us, government has
the power to strip us of our property and our
freedom. Particularly under the current admin-
istration, which has suggested in writing that
some laws may not apply to the president dur-

ing the war on terrorism, fear of the govern-
ment is becoming less the province of the para-
noid and more of a common thread in modern
life.

But privacy fears are easily blown out of
reasonable proportion. There are influential
advocacy groups that regularly mount well or-
ganized and often misleading campaigns in the
press, online, and in public hearings, against
entirely appropriate government technology
initiatives. Several case studies are detailed in
this report, from resistance against red light
cameras as “Orwellian,” to protests against
upgraded databases at state motor vehicle
agencies.The most strident privacy advocates
argue that potential harms to citizen privacy
from such initiatives far outweigh the poten-
tial benefits.

2 PROGRESSIVE PoLicy INSTITUTE




The Progressive Policy Institute takes the
opposite view. We believe that with the right
rules and safeguards in place, government can
increase its use of advanced information tech-
nology tools and realize significant benefits for
society as a whole without causing unaccept-
able harms to the privacy of citizens. The PPI
further believes that keeping government insti-
tutions mired in 20th century operating meth-
ods while the rest of the global economy ad-
vances is hot an option.

The United States today is in a transition
period:VVe are becoming a more digital society.
In this transition period, it is essential that we
properly balance privacy concerns with the so-
cietal interest in unleashing the benefits of new
technologies.

The Need for Privacy
Principles

It is important to realize that information
technology itself is privacy-neutral;it can be used
to enhance or destroy privacy. What matters
are the intentions of the technology users and
the rules and procedures established to prevent
and rectify abuses. Putting in place the right rules
and safeguards before new technology systems
are up and running can ensure that citizen pri-
vacy is protected and abuses are prevented.
Moreover, standardizing those protections in all
government initiatives would go a long way to-
ward assuring Americans that new technology
systems will be used in the best interests of so-
ciety as a whole, not to make people’s lives less
private.

Yet, regardless of how extensive the rules
and safeguards are, there are some privacy and
civil liberties advocates who routinely invoke the
image of “big brother” and try to rally opposi-
tion to government’s embrace of information
technologies. The Bush administration has been
far too generous in providing these groups with
ammunition. The administration has not made
serious efforts to develop clear; transparent rules
and procedures governing how information is

going to be used.That failure fuels suspicions of
the administration’s already authoritarian repu-
tation, provides ammunition for privacy advo-
cates, and makes it more difficult for govern-
ment to take needed steps to modernize its op-
erations.

It is long
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the adminis- It is long past time for
tration, Con- the administration,
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for protect-
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privacy that
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tools by government.”

Congress, and the states

protecting citizen privacy

deployment of technology

and deploy-

ment of technology tools by government.The
PPl has long advocated the concept of pri-
vacy as a balance between individual and so-
cietal interests. If that balance is considered
in advance,and new technology initiatives are
specifically designed to adhere to appropri-
ate privacy considerations, there is no reason
that the use of technology tools by govern-
ment should cause an unacceptable loss of
citizens’ privacy.

To that end, we propose the following spe-
cific principles to guide the use of informa-
tion technology by federal, state,and local gov-
ernments.These principles are particularly rel-
evant in cases where new technologies are
most urgently needed, such as in law enforce-
ment and homeland security:

I. Rather than barring new technology, we
should put in place and enforce clear rules
to protect privacy.

2 Data mining can be a powerful tool for fight-
ing crime and terrorism, but needs stringent
safeguards.
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3. Government data requires more rigorous
privacy protection than privately held data.

4 Government deployment of new technol-
ogy must be as transparent as possible to
allow for accountability.

Privacy: A Uniquely Modern
Concept

Perhaps the ultimate irony in the contro-
versy over modern technology’s role in affect-
ing privacy is that modern technology created
privacy. For much of our history, most Ameri-
cans lived in small communities where privacy
was rare and anonymity was practically unheard
of.Even today, in many small communities across
the country, it is common for everyone to know
a great deal of personal information about their
neighbors;indeed, many evolutionary psycholo-
gists believe that the urge to gossip is hard-wired

in the human

technology tools demands
a thoughtful assessment

governing the use of IT,
but of our beliefs about
what privacy should be in

psyche.? Before
“The sheer power of the rise of
modern information  population mo-
bility and mass
consumerism,
the concept of
privacy was
largely a matter
of good man-
ners—pretend-
ing that nobody
knew about the

not only of the rules

the 2Ist century.”

health or finan-
cial problems of their neighbors.

As anonymity grew, so did the advantages
and desirability of privacy, but it came at a cost.
It became necessary for people to carry gov-
ernment-issued identification (i.e., a driver’s li-
cense) as a matter of course. Wider markets
and increasing mobility made it necessary for
merchants and banks to collect and share data
to determine which individuals were bad credit
risks. These local and regional credit reporting

bureaus harnessed information technology to
trade information on a wider basis, and an in-
dustry that barely existed before World War ||
was national by the 1970s.*The difficulty of keep-
ing track of criminals as they crossed jurisdic-
tions pushed the Federal Bureau of Investiga-
tion (FBI) to create a national database of wanted
criminals in |967—the National Crime Infor-
mation Center (NCIC)—a system that has
grown into a massive and regularly used data-
base today.> The means by which many govern-
ment databases now identify individuals—the
Social Security number—originally came from
the need to develop a government retirement
insurance system, which required that each citi-
zen be issued a unique number to identify them
for benefits purposes.

It is not the case, then, that information tech-
nology represents a new intrusion into a long-
standing (if not intrinsic) human right; even the
Bill of Rights treats privacy as a tradeoff, stipu-
lating that privacy can be violated by the gov-
ernment with due process. Rather, technology
has generally been applied to mitigate the side
effects of ever-increasing anonymity and make
it more difficult for people to switch identities
to escape criminal records or commit fraud. Pri-
vacy as we know it today—a right to anonym-
ity—is a relatively recent entry onto the scene
of American civic values.® Nevertheless, it has
become an important civic value, and one that
must be balanced with other societal needs (for
example, national security and economic effi-
ciency) when considering how information tech-
nology is to be used by government or by pri-
vate institutions and individuals.

To be sure, the rise of the Internet has re-
duced the general level of anonymity and pri-
vacy even more quickly than the values of ano-
nymity and privacy took root in the culture.That
is not always a bad thing. For example, it has
become increasingly common for people to
“Google” their friends and dates—that is, to
run Internet searches to make sure they are
not hiding something important. (Recently a
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woman used the Google Internet search engine
to determine that her blind date was a fugitive,
and turned him in to authorities.”) The sheer
power of modern information technology tools
demands a thoughtful assessment not only of
the rules governing the use of IT, but of our
beliefs about what privacy should be in the 2 st
century. Only such an assessment can ensure
that government can go forward with techno-
logical transformation in the right way.

There are a host of new tools that govern-
ments seek to use that have privacy implications.
Digitized identification cards can now hold bio-
metric data such as fingerprints in addition to
photographs. Remote and Internet-based gov-
ernment transactions require secure ways to
verify identity online and securely transmit sen-
sitive data. Automated traffic control systems,
such as tollbooths and red light cameras, can
potentially track citizen movement if imple-
mented without appropriate privacy rules in
place. The federal government seeks the ability
to “mine” both public and private data in the
hopes of “connecting the dots” that can prevent
another major terrorist attack. Meanwhile,
countless other examples of a more mundane
variety can help streamline government opera-
tions.These types of systems can be either help-
ful or harmful to privacy, which is why they should
be developed with a set of principles in mind
that respects privacy and recognizes the need
for tradeoffs when efficiency or security de-
mands outweigh the privacy interest.

Privacy Principles for
Government in the
Information Age

Given the wide variety of functions per-
formed by governments and the wide variety of
technologies available to help perform those
functions, there can be no hard and fast rules
for government technology and privacy. Each
technology tool will need to be evaluated be-

fore being put into use to determine the appro-
priate tradeoff between the likely benefits and
potential privacy harms, and to determine
whether such a tradeoff is even necessary. How-
ever, there are some principles that should be
followed whenever government is considering
a new information technology tool:

I. Rather than barring new technologies
as a preventative measure, we should
put in place and enforce clear rules to
protect privacy.

Governments at all levels routinely collect
and store large amounts of data on every citi-
zen for important and useful purposes. Similarly,
governments at all levels engage in routine law
enforcement activities that nearly everyone, in-
cluding ardent civil libertarians, understands to
be necessary and appropriate.While some gov-
ernment functions are deviations from an ideal
of pure privacy—such as taking the fingerprints
of people who have been arrested, but not con-
victed of anything—these practices are a fair
and reasonable tradeoff by individuals for the
benefit of society as a whole.

With the explosion of powerful and inex-
pensive information technology, it is both un-
derstandable and desirable that government
should try to use technology tools to perform
these widely accepted functions more efficiently
and less expensively. Some privacy advocates,
however, believe that the mere act of upgrading
technology to perform an acceptable function
is, per se, a privacy violation.The Progressive Policy
Institute believes that if having armed police of-
ficers on the streets observing people is accept-
able, then using security cameras to do the same
thing at a lower cost is not a privacy violation. If
maintaining certain records about citizens on
paper forms is fine, then maintaining exactly the
same information in a computer database to
make record retrieval less costly to law enforce-
ment does not constitute a privacy violation. If
keeping fingerprints on paper cards is accept-
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able, then storing them in a database that is more
easily searched by law enforcement is not a pri-
vacy violation.And if keeping data in databases is
okay, then with the appropriate safeguards in
place it should be okay to have the databases
connected to maximize efficiency. But privacy
advocates often disagree with that logic. Their
view was demonstrated when the Electronic
Privacy Information Center (EPIC) released a
report criticizing efforts to modernize the state
driver’s license system.“New technologies can
reduce the risk of counterfeiting and fraud,” the
report found. Nonetheless, the report opposed
efforts “to expand the information sharing ca-
pacity of DMVs.®

It makes no sense to insist that government
do its job with outmoded, inefficient, and less-
effective technology. The extreme expense of
the nation’s beefed-up homeland security efforts
have drawn attention to this paradox, but the
issue existed before the September | Ith ter-
rorist attacks.Then and now, transforming gov-
ernment operations with technology tools is
not merely a good idea, it is a moral impera-
tive; taxpayers deserve the best government
they can get for the least amount of money—
and technology tools can save billions of tax-
payer dollars.

Of course, that does not mean that infor-
mation technology could not be abused or de-
ployed in 2 manner that does in fact harm pri-
vacy. Computers, cameras, biometric scanners,
and other technologies are powerful tools, and
can be abused by government agents or anyone
who possesses them. But so too can older tech-
nological innovations that government deployed
to do its job more efficiently. For example, when
police started carrying handguns or driving ve-
hicles, the potential for abuse—with fatal re-
sults—was certainly present.Yet society recog-
nizes that the benefits of an armed, mobile po-
lice force far outweighed the potential for abuse,
and we put in place rules to prevent it. (There
are rules, for example, dictating the circum-
stances in which police can use firearms.)

Despite the potential for abuse, technology
itself is privacy-neutral; it is the rules governing
the use of technology that preserve or destroy
privacy.When a new database or other tool is
used by a government agency, it must have rules
in place to ensure that it simply streamlines ac-
ceptable government functions, and is not used
in new ways that have not been contemplated
or authorized by the relevant legislative or regu-
latory body.

2. Data mining can be a powerful tool for
fighting crime and terrorism, but it needs

stringent safeguards so that it is not used
for unwarranted “fishing expeditions.”

Many complaints regarding potential privacy
violations by the government are caused by a
conflation of two distinct scenarios: the govern-
ment learning about an individual during the
course of an investigation, and the government
“tracking” the ongoing activities of an individual.
The latter scenario is what the dystopian big
brother government did in George Orwell’s clas-
sic novel 984,and Americans are right to op-
pose that type of authoritarianism. But the
mere availability of information to government
agencies does not mean America is a surveil-
lance state.

The reality is that a tremendous amount
of information from a staggering array of pub-
lic and private sources is available about all
Americans. From credit card purchase records
to addresses for Internet access accounts, to
electronic debits on toll booth speed passes,
it is possible for an investigator with enough
authority and enough manpower to recon-
struct many of a given individual’s movements.
This can be vitally important when building a
case against a suspected criminal.” Because
so much information is so readily available,
there are extensive rules in place that lay out
specific circumstances under which govern-
ment investigators may access certain pools
of information.

6 PROGRESSIVE PoLicy INSTITUTE



An investigation of a specific crime that has
already been committed is far different than the
government searching through data on a “fish-
ing expedition” looking for suspicious activity.
Ongoing surveillance is rightfully subjected to a
wide variety of controls. But it is important that
those controls not be too stringent. A strong
case can be made, for example, that an over-
zealous concern for privacy hindered federal
agents from uncovering information that might
have helped unravel the September | | th attacks
before they were carried out.'° There is room
for reasonable disagreement over how strict the
controls should be, according to the circum-
stance. The government cannot, for example,
conduct a drug raid on your house without rea-
son to believe that drugs are in your house, but
federal agents are allowed to use computers to
sift through random collections of banking data
looking for patterns that suggest money laun-
dering, even if they do not know how or where
the laundering is taking place. No matter where
one feels the line should be drawn, the essential
fact remains:There is a clear difference between
investigating a crime and conducting surveillance.
Lumping these two distinct activities together,
as many in the civil liberties and privacy com-
munities do, brings unnecessary confusion to the
debate about governmental use of technology
and its effect on citizens’ reasonable expecta-
tions of privacy.

3. Government data requires more
stringent privacy protection than privately
held data.

There is no doubt that increased exchange
of personal data—the kind of information about
personal habits and preferences that privacy
advocates consider sacrosanct—has boosted
economic growth. By targeting individual cus-
tomers based on their known preferences or
demographic information, companies can greatly
reduce their marketing costs.That information,
therefore, is widely traded: A subscription to a

golf magazine is likely to get you placed on the
mailing list for numerous golf merchandise cata-
logs. Similarly, filling out a product registration
card for a computer game may fill your mailbox
or email inbox with advertisements for new
products in the future. Most Americans, to the
extent they worry about it at all, consider this a
minor nuisance or “junk mail” problem rather
than a serious privacy violation. Most reputable
companies, moreover, will give consumers who
do worry about it the chance to “opt out” of
this data trading.
Certain

types of data,
however, are
more sensitive
and subject to
stricter regula-
tion. Health in-
formation is
generally givena

as easily be used to
empower citizens to

in action.”

“Technology tools can just

observe their government

very high level

of privacy protection.'' Financial information is
also highly protected as a general rule.'” One
reason that these types of information are pro-
tected is that an individual has no choice but to
divulge such data and to allow it to be shared
under the appropriate circumstances.A patient
must give sensitive information to a doctor in
order to receive effective treatment. Every
American has his or her payment history re-
ported to the credit bureaus without recourse,
since an “opt out” on credit information would
essentially destroy the entire system.

These same reasons apply to information
given to the government. Personal information
collected by government agencies demands
more stringent protection because citizens are
required to divulge the information, because they
may not opt out of any authorized uses of the
information, and because the information can
be used to take away their rights. This is a long-
standing principle of government information
collection, as reflected in the federal
government’s Privacy Act" and countless fed-
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eral and state regulations and laws governing
the collection and use of information, from So-
cial Security numbers to driver’s license data.
The use of information technology to collect or
manage this information more efficiently has no
bearing on this important privacy principle.

4. Government use of new technology must
be as transparent as possible to allow for
accountability.

Government secrecy has long been a source
of visceral fear: Without a clear picture of how
the government is operating, conspiracy theo-
ries and paranoia result.This is true of any form
of government operation—as the Bush admin-
istration has proved time and again—but is par-
ticularly true when it comes to collection and
use of personal information. Horror stories of
domestic spies run amok under J.Edgar Hoover
are part of the cultural and political landscape.
The existence of new technologies—from soft-
ware that reads email to miniaturized listening
devices—tends to exacerbate such fears.

Transparency and sunshine have always been
the best cure for the fears caused by govern-
ment secrecy. Because information technology
is privacy-neutral, the key is to deploy technol-
ogy in a way that enhances government trans-
parency and minimizes secrecy and abuses. Just
as technology can be used to “spy” on citizens,
it can also be used to spy on government em-
ployees to ensure that they are following the
rules. Computerized security systems using
smart cards or other physical “keys” can cre-
ate logs indicating exactly where, when, and
by whom data was accessed. Electronic “au-
dits” can quickly scan the work of employees
looking for anomalies that might indicate fraud,
bribery, or just plain prurient curiosity (as was
the case with the IRS employees who browsed
through celebrity tax returns). Knowing that
technology tools are being used to monitor
their activities, government employees are
much less likely to commit privacy abuses;the

days of browsing through tax returns or driv-
ing records will be over.

Technology tools can just as easily be used
to empower citizens to observe their govern-
ment in action.The Internet has been the next
step in a long line of technology innovations
designed to make the workings of government
more accessible to the average taxpayer, from
cameras in city council meetings to the terabytes
of documents and data posted online by the
White House, the Library of Congress, and fed-
eral departments and agencies. More and more
state and local governments are following suit.
This kind of transparency is not necessarily the
ultimate goal of digital government. (Increased
efficiency and improved service delivery consti-
tute the next wave of digital transformation in
the public sector) But there can be little doubt
that the easy availability of information about
their government has let citizens become bet-
ter aware of government activities. This trans-
formation can continue only if governments keep
digitizing their IT operations to make the infor-
mation accessible in a way that paper documents
can never match.

Meeting the goal of maximum transparency
requires a concerted effort to implement both
rules and systems that encourage scrutiny of
technologies where there are privacy implica-
tions. Privacy audits conducted by independent
third parties, legislative oversight, comment pe-
riods during system development, and the ap-
pointment of a chief privacy officer to each rel-
evant government agency are just some of the
ways that transparency can be enhanced. The
key is a commitment to openness and the lead-
ership to see that commitment through.

Privacy Principles in
Practice

Frequently in policy debates, the principles
advocated by one side or the other get lost in
micro-debates over details of a particular pro-
posal. The risk of losing sight of the forest for
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the trees is particularly strong in privacy debates,
because the privacy implications of each detail
of a given proposal tend to be evaluated in iso-
lation, without consideration for how the de-
tails fit together in the overall system.'* Because
of this tendency, debates over specific legislative
language can be less illuminating than a more
general look at a government technology sys-
tem and the attendant privacy implications.We
therefore offer a general analysis of six contro-
versial government technology programs to ex-
amine how the privacy principles detailed in this
report should apply.

The Computer Assisted Passenger
Prescreening System (CAPPS i)

The airline industry has long used comput-
ers to identify passengers as potential terrorist
threats and single them out for particularly thor-
ough scrutiny. Existing systems, however, rely on
profiling of passengers against a presumed set
of terrorist behaviors—purchasing one-way tick-
ets, paying with cash, failing to check luggage,and
so on.These systems are inefficient (flagging as
many as |5 percent of passengers as terrorist
threats) and ultimately do not work. Only nine
of the 19 September | I th hijackers were flagged,
and all were allowed to board their planes.'

To fix these flaws, the Transportation Secu-
rity Administration (TSA) proposed developing
a second-generation technology, CAPPS II.The
new system would have taken personal infor-
mation about passengers and compared it to
private databases—of the type used to compile
mailing lists for marketers—and to government
databases of suspected terrorists.Taken together,
such information could present a picture of a
passenger as a long-time resident of the United
States with no criminal history, and therefore a
very low risk for a terrorist threat.'* The system
would not have revealed any personal informa-
tion to airline agents, but rather would have re-
ported back a red, yellow, or green threat sta-
tus. This proposed system, according to TSA,

would have flagged only one-third as many pas-
sengers, allowing security officials to conduct a
more thorough screening of potential threats
with the same resources.'”

Without a doubt, such a system would have
constituted a novel use of private information
by the government. Allowing a government
agency to browse through information collected
by private entities with the possibility of deny-
ing travel privileges is rightly of concern to all
Americans. On the other hand, September | Ith
proved that our existing level of airline security
was profoundly inadequate. The balance of se-
curity and privacy in this instance is one that
should be debated freely and completely. But in
the case of CAPPS I, it was not; the govern-
ment was less than forthcoming about what it
was doing, and privacy advocates fanned fears
of potential abuses.'®

The aborted CAPPS |l system is a perfect
example not only of the difficulty in striking the
proper balance between security and privacy,
but also of the need to follow stringent prin-
ciples when the government is collecting data.
Passengers were not going to be allowed to opt
out of these background checks if they wished
to fly."” Because of this, the most stringent pos-
sible privacy protections should have been used,
more stringent than the rules that governed the
marketers when they assembled the informa-
tion in private databases in the first place.More-
over, because access to transportation might
have been denied based on the results of a com-
puter search, it is critically important that the
data in any such system be accurate, and easily
correctible when a mistake is discovered.

According to the General Accounting Of-
fice, the Transportation Security Agency made
very little progress in addressing these critical
operation issues. Of the eight key issues that
Congress ordered TSA to address—the need
for an internal oversight board,accuracy of data,
stress testing, abuse prevention, unauthorized
access prevention, policies for operation and use,
privacy concerns,and redress process—only the
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first had been fully addressed.” In part because
of the failures of the administration to address
these issues, and in part due to pressure from
privacy advocates, the administration made a
decision to stop work on the system.

Terrorist Information Awareness and Data
Mining

Perhaps the biggest government privacy con-
troversy in recent memory surrounded the Ter-
rorist Information Awareness (TIA) project. At
least part of the controversy can be blamed on
the fact that the project was originally named
“Total Information Awareness,” a public relations
mistake that was quickly rectified. But the true
roots of the controversy were more substan-
tive: TIA represented the first effort by the fed-
eral government to use computers to conduct
mass surveillance on people.

In one sense, this substantive controversy
was overblown. Far from being implemented,
the TIA project was never more than an early-
stage research project by a Defense Depart-

ment technol-

“Given the existing set of
rules covering information  hever even

trade off but a necessary

ogy lab.?! The
system was

close to being
putinto opera-
tion, it was
merely being
tested and de-
one.”  veloped.More-

access and usage, data
mining by government is
not only a fair privacy

over, many
technology ex-
perts believe that the current capabilities of
the TIA program are so limited that it is not
“scalable”—that is, it is unable to be expanded
to analyze large amounts of data—and there-
fore the idea that it will achieve “total infor-
mation awareness” is a distant dream at best.
Nevertheless, the issues raised by the TIA
project—and data mining in general—need to
be confronted.

The basic concept of data mining is to use
computers to examine large amounts of data
in order to identify patterns that might not be
obvious to human analysts.The technology has
long been in use by corporations mining their
own data in an effort to discern more efficient
business strategies. For example, they may dis-
cover that customers who buy a particular
product are more susceptible to a particular
marketing pitch than others.In the government
realm, data mining has been used in efforts to
spot money laundering.2

As conceived in the TIA project, the data
mining for anti-terrorist efforts would have
been entirely in keeping with the first principle
described in this paper: An increase in effi-
ciency is not, by itself, an invasion of privacy.
TheTIA project merely sought to analyze data
(public and private) already properly acquired
by the government, which is already subject to
existing rules on access and usage.The advance
would have come in combining data that is
ordinarily separated by bureaucratic stovepipes.
There would have been no increase in govern-
ment authority to collect or examine data; the
increase would only have been in the ability to
“see” all the data at one time.

Given the existing set of rules covering in-
formation access and usage—and especially
given the clear need to more effectively “con-
nect dots” that may point to terrorist activ-
ity—data mining by government is not only a
fair privacy trade off but a necessary one.
Though the TIA project itself may never have
been successful (or may never have been cost-
effective), our future homeland security de-
pends on breaking down stovepipes and cre-
ating a network—constrained by rules to pre-
vent abuse—that allows data to flow more
freely and be analyzed by trained agents using
technology tools. A network of government
information could greatly increase the chances
of preventing terrorist attacks. Privacy can be
assured in such a system if proper rules are
established and Congress keeps a watchful
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eye—as it has over CAPPS Il and other govern-
ment technology initiatives.VVith those proper
constraints and oversight, data mining can be an
important tool for making Americans safer.?

Integrated Databases for State Motor
Vehicle Departments

The state-issued driver’s license or identifi-
cation card (DL/ID) is the most widely used and
accepted form of identification in America to-
day. The DU/ID can be used for almost every
conceivable government transaction, including
securing other forms of identification such as a
passport. It is also used in virtually every com-
mercial or private transaction requiring proof
of identification or age, from opening a bank ac-
count, to renting an apartment, to buying a beer.

Unfortunately, DL/ID’s are also frequently
falsified and forged. (A false DU/ID is a card ob-
tained from a state DMV with false information,
but is otherwise valid.A forged DU/ID is a real-
istic-looking card that is created completely
outside of the DMV.) With the easy availability
of high-resolution color printers and Internet
access, it is possible to create an official-looking
DL/ID from,say, the state of Michigan and pass it
off to bartenders and bank tellers in Texas or
Maine—a Michigan resident might recognize the
forgery, but residents of other states have no
way of telling. This forgery problem could be
mitigated—though not solved—if every state
agreed to include a standard feature on their
cards, such as a hologram of an eagle.?*

The false DU/ID is a much tougher problem
to solve. Generally,a false DL/ID is obtained with
false“breeder documents” such as a forged birth
certificate, or, more rarely, through bribery of a
DMV employee.Once a false DL/ID is obtained,
the door is opened to any number of criminal
activities, from identity theft to terrorism. (Sev-
eral of the September | Ith hijackers had false
DL/IDs obtained by bribing someone for forged
breeder documents.) More typically,acquiring a
false DU/ID is done for the purpose of underage
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drinking, or to avoid “points” accrued for traffic
violations on a driver’s license in another state.

One way to reduce the risks of false DL/IDs
would be to allow each state to query the DL/
ID databases of other states before issuing a
DL/ID. This would discourage people from at-
tempting to apply for multiple cards in different
states, a process that is altogether too easy un-
der the current system. This multi-state check
has been in place for over a decade for com-
mercial driver’s licenses. The Commercial
Driver’s License Information System (CDLIS)
uses a “pointer system” to allow state DMVs to
query other DMVs regarding the status of li-
cense applicants.”® The American Association of
MotorVehicle Administrators (AAMVA), the op-
erator of the CDLIS system, has proposed to
expand the pointer system to all DL/IDs under
a program called the Driver Record Informa-
tion Verification System (DRIVerS).

But this effort has been met with a barrage
of criticism from privacy advocates. The most
common argument is that linking the state data-
bases together will create a “national ID card”
that somehow violates privacy by turning the
United States into a “show us your papers” na-
tion.2¢ This criticism is wrongheaded for a num-
ber of reasons. First, it conflates the state DL/ID,
which is voluntary (no one is required to obtain
adriver’s license), with the vague concept of “na-
tional ID card” that is generally taken to mean
an identification document issued by the federal
government that is mandatory for all citizens to
carry at all times.” Second, it ignores the reality
that the DL/ID is already accepted as proof of
identification across the nation, despite the wide-
spread knowledge that false or forged cards are
so commonplace as to be almost a rite of pas-
sage. Merely securing the system to eliminate
fraud will not move the nation any closer to a
“national ID card” any more than we now have
a national commerecial driver’s license.

The main reason that this criticism is misdi-
rected, however, is that linking the DMV data-
bases together does not alter the privacy tradeoff




for citizens one iota. Linking the databases would
not require individuals to turn over more per-
sonal information, and it would not grant any
additional authority to any government agen-
cies, which are already free to verify any infor-
mation provided to them with a phone call.
(When applying for a DL/ID, applicants must ei-
ther declare which state they currently hold a
card, or affirm that they do not currently hold a
card, and the issuing DMV can verify that infor-

mation.) The

“Despite the fact that the
red light cameras do not
perform any function that
could not be performed by
a uniformed police officer,
many privacy advocates

fact that a data-
base pointer
system would
make this veri-
fication process
much more ef-
ficient and less
costly does not,

resort to extreme in and of itself,

hyperbole to describe their  constitutea pri-
impact.  vacy violation.
Of course,

the rules of the
system need to be established to ensure that
the database system is not used to violate
privacy. AAMVA has already established a set
of privacy principles that will govern the de-
velopment of any new technologies deployed
to make the DL/ID system more secure.® A
system of rules protecting privacy has already
been put into place in the Social Security
Online Verification system (SSOLV), which
DMVs use to verify that an applicant is pro-
viding an accurate social security number.The
system checks the databases of the Social Se-
curity Administration, but does not reveal any
data to the state DMV; rather, it merely re-
turns a “red light/green light” response.”’ The
SSOLYV system proves that cross-jurisdictional
database checks can be implemented in a way
that protects privacy while also improving the
process. Proper security would also need to
be in place to keep hackers from attacking
the data.

Photo Traffic Enforcement

Automated photo traffic enforcement sys-
tems—such as red light cameras and photo-
graphic radar guns—are tremendously unpopu-
lar in the United States, though they have been
used in Europe for years. The devices are in-
stalled at intersections (or possibly mounted in
vehicles so they can be deployed to different
spots on different days) to take photographs of
vehicles that run through red lights or exceed
the speed limit, so that a citation can be sent to
the registered owner of the vehicle through the
mail.Because the devices can be deployed with-
out a police officer present, and because they
can immediately restart their “patrols” since no
time is wasted pulling over a driver and filling
out a paper citation, photo enforcement is be-
coming increasingly popular with local govern-
ments.*

But a number of objections have been raised
to photo enforcement devices,and in many cases
the objections have kept the devices from being
deployed. Detractors contend that the
equipment’s use by private contractors creates
a conflict of interest, that the devices actually
harm traffic safety by encouraging drivers to slam
on their brakes,and that they create a presump-
tion of guilt against which cited drivers must
prove their innocence (especially if the citation
is sent to the vehicle’s owner; who may not have
been driving the vehicle at the time of the viola-
tion).Some detractors even believe that yellow-
light cycles are manipulated in order to trick
more people into running red lights; or, at the
very least, that contractors deploy the cameras
at intersections most likely to generate
revenue.’' These are all legitimate implementa-
tion issues that do not relate to privacy. The
objections of privacy advocates have less merit.

Despite the fact that the red light cameras
do not perform any function that could not be
performed by a uniformed police officer, many
privacy advocates resort to extreme hyperbole
to describe their impact. Former Rep. Dick
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Armey (R-Texas) referred to the devices as
“Orwellian cash machines.”* Former Rep. Bob
Barr (R-Ga.) echoed the sentiment: “At traffic
intersections in cities large and small,fromVWVash-
ington, D.C. to Marietta, Georgia in my own dis-
trict, Americans are being watched, their move-
ments recorded, their persons and surround-
ings photographed, and their actions docu-
mented by their government; even as they are
often unaware they are being monitored by their
government and unable to do anything about it
even if they are ...The question is whether we
will choose the future of American society to
be an Orwellian one”* Columnist Eric Peters
declared:“The same equipment that can be used
to catch red light runners can also easily be used
to keep track of your movements, identify and
catalog who you happen to be traveling with,
and so on....It's not much farther to a society in
which Your papers, please!’ becomes as accepted
as it was in Soviet Russia or Nazi Germany.”*

The fallacy common to all of these argu-
ments is the idea that using cameras for traffic
enforcement is a per se violation of privacy.
Nobody can doubt the authority of police offic-
ers to observe drivers as they move down the
road or through intersections. Using cameras
to do the same job does not alter the authority
possessed by the government, nor does it alter
the privacy rights of citizens. The cameras are
merely a more efficient way of exercising exist-
ing authority.

Moreover; privacy advocates often fail to rec-
ognize the difference between investigation and
surveillance.The cameras are not used to“track”
the movements or behaviors of drivers; no data
is recorded until a violation is detected. In that
sense, the cameras do not even make very good
investigative tools;unlike, say, the cameras in con-
venience stores, red light cameras cannot be used
to reconstruct the actions of anyone who passes
through an intersection unless that person hap-
pened to run a red light. Any discussion of the
cameras being “the first installation of the Big
Brother infrastructure” merely points out the
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importance of having appropriate rules govern-
ing the use of the technology, but does not ar-
gue against the technology itself:*®

An example of photo traffic enforcement
from Europe is instructive of how such technol-
ogy can be deployed while being sensitive to
privacy. In London, traffic cameras with license
plate recognition software are used to enforce
“congestion charging,” a system that requires
motorists to pay for the right to bring a vehicle
into central London during the busy part of the
day. The object is not to raise revenue, but to
encourage the use of public transportation by
raising the cost of driving a car in the central
city. The system was deployed over a year ago,
despite objections by privacy advocates,and has
worked very well. A key to the system is the
data retention policy that has been put in place;
the database automatically deletes any images
of motorists who have already paid the conges-
tion fee,and it saves images only for those who
decide at the last minute to drive downtown or
who ignored the law.A reminder is sent to any-
one in the latter category, and the record is
erased when the fee is paid.* The London sys-
tem is a perfect example of how technology
can enhance efficiency—it completely eliminates
the need for lines at dozens of tollbooths—yet
be properly designed to balance privacy against
that efficiency.

DNA Databases

The leading edge of law enforcement tech-
nology in the 21st century is the use of DNA
identification to solve crimes. When analyzed
properly, DNA can match, with almost perfect
accuracy,an individual to evidence leftata crime
scene, such as blood, semen, hair, saliva, or skin.
The technology has not only been useful in crack-
ing otherwise unsolvable cases,” but it has also
been an invaluable tool in freeing individuals who
were wrongly convicted of crimes.*® Far more
accurate and flexible than mere fingerprinting,
DNA identification is one of the most powerful




tools currently available to our justice system.

In order to harness the full power of DNA
identification, however, a database similar to the
fingerprint database must be established. DNA
can be used in any instance for “one to one”
matching; that is, matching evidence of a par-
ticular crime with a particular suspect to see if
the suspect was at the crime scene.But the true
power of DNA identification occurs when there
is no suspect, only DNA evidence. By running
the DNA evidence against a database of DNA
samples, a criminal may be found.

The easiest way to do this, of course,
would be to require every citizen to turn over
a DNA sample. But it is widely recognized
that such a step goes too far in the tradeoff
between privacy and justice. (It is why we have
never had mandatory fingerprinting of all citi-
zens.) The concern over DNA samples is fur-
ther justified because the potential for abuse
is higher than with fingerprints, since a DNA
sample can be used not only for identifica-
tion, but to learn facts about an individual’s
genetic makeup and medical conditions. In-
stead, only a small subset of individuals must
turn over DNA samples for inclusion in a da-
tabase, just as only a small subset of individu-
als currently turns over their fingerprints for
inclusion in a database.The dilemma is decid-
ing which subsets must turn over samples.

For simple fingerprints, the rule is well es-
tablished: Anyone arrested and booked on sus-
picion of any crime must be fingerprinted. |t does
not matter what the crime is, or whether the
suspect is found guilty (or even indicted). Col-
lection and storage of fingerprints is routine in
any arrest.This is a system that could lend itself
to possible abuses (such as making an arrest on
false pretenses simply to acquire fingerprints),
but by and large the rules have worked well over
the past several decades.

DNA samples, on the other hand, are col-
lected from a much smaller subset of indi-
viduals. Rules vary from state to state, but a
typical rule would be that DNA samples are

collected only from those individuals who are
convicted of a violent felony (perhaps further
restricted to felonies involving a sex offense).
These rules are in place, in some cases, for
purely operational reasons; collecting and pro-
cessing DNA samples is expensive, and col-
lecting a sample from a convicted sex offender
is more likely to turn up a “hit” on another
cold case than collecting a sample from some-
body arrested for, say, marijuana possession.
The cost-benefit analysis may justify limited
collection, therefore, but such limitations are
not justified on privacy grounds. If proper rules
and procedures are in place to ensure that a
DNA sample is used the same way a finger-
print is used—for identification by law en-
forcement only, and not for the extraction of
additional genetic information—then there is
no privacy basis for being more restrictive
on DNA collection than on fingerprint col-
lection.

Just as privacy concerns have hampered
the collection of DNA samples, they have also
hampered the creation of a nationwide DNA
database to match the functionality of the FBI’s
fingerprint database.The Combined DNA In-
dex System (CODIS) began as a pilot pro-
gram in 1990 and has now expanded to in-
clude 48 states and the District of Columbia
(Mississippi and Rhode Island do not partici-
pate).* There are no national standards, how-
ever, governing the collection of samples or
the submission of samples to CODIS;Arizona
and Colorado, for example, have similar size
populations, but Arizona has submitted four
times as many forensic samples to CODIS.*
The House of Representatives passed a bill
to standardize both the rules for putting DNA
samples into the database and the process
for convicted inmates to have DNA tested
to prove their innocence, but the bill is cur-
rently awaiting action in the Senate.*' This is
yet another instance where privacy concerns
are limiting government efficiency in an inap-
propriate way.*
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Public Records formation that is available, and in what form,
in public records.

The Internet has changed the way people
feel about public records, but if the elector-

ate collectively wishes to do something about

It goes without saying that the proceed-
ings of government, from town hall meetings
to Supreme Court arguments, ought to be

open to the public. It becomes more ques-
tionable when government records involve in-
formation about individual citizens. Most in-
formation held by government pertaining to
individual citizens is protected by a variety of
privacy laws.There are, however, large classes
of individual information that are held as pub-
lic records for the protection of all citizens.
Public arrests and trials guard against a police
state where citizens simply disappear in the
middle of the night. Public property records
guard against unfair or discriminatory taxa-
tion of property.Vital records (birth, death,
and marriage) help protect against fraud.
Access to public records used to be cum-
bersome at best. Information often ran in
newspapers, but was not organized in any way
to search for individuals. Records were also
available in the form of photocopies that could
be obtained by visiting local government agen-
cies. Public records, in other words, were not
all that public. The Internet has changed that.
Now many jurisdictions allow free searches
of home values, and online searches of crimi-
nal history databases are inexpensive and in-
stantaneous. Moreover, as public records, they
contain bare facts but no context; for example,
the “sex offender” databases made available
online by many jurisdictions rarely differenti-
ate between rapists, child molesters,and those
convicted under antiquated laws for consen-
sual relations with a member of the same sex.
This changes the outlook on “public” infor-
mation, particularly for the many thousands
of Americans who may have hoped that their
marijuana bust in college or the unfortunate
entanglement in a prostitution sting were
firmly in their past.® As a result, privacy groups
and others have scrutinized the amount of in-
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it, the appropri-
ate action is to
change the na-
ture of the pub-
lic records, not
limit the tech-
nology that can
be used by gov-
ernment to or-
ganize  and
maintain those
records.That s,
public records
should not be
maintained on
paper in file
drawers for the
sole purpose of
protecting pri-

“The Internet has changed
the way people feel about
public records, but if the
electorate collectively
wishes to do something
about it, the appropriate
action is to change the
nature of the public
records, not limit the
technology that can be
used by government to
organize and maintain
those records.”

vacy; data can be digitized without being placed
on the Internet. Legislating changes to the ac-
cessibility of public records may or may not
be desirable.* Denying governments the right
to use effective technology tools is always un-

desirable.

Conclusion

Modern information technology has the
power to transform governments at all levels to
make them far more effective, efficient, and
responsive to citizen needs.These powerful tools
also harbor the potential to threaten the privacy
and freedom of every American citizen. But
rather than fear technology because of potential
abuses, governments should devote their efforts
to deploying these tools in ways that protect
our privacy as citizens while allowing us to reap
the benefits as taxpayers.
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